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Abstract

This paper introduces WiredTiger backend for
OpenLDAP. WiredTiger is an embedded database
having characteristics of multi-core scalability and
lock-free algorithms. We implemented a new
OpenLDAP backend called back-wt that is using
WiredTiger database and then measured the per-
formance.

1 Motivation

BerkeleyDB is a legacy embedded database. The
write performance of back-bdb (OpenLDAP back-
end using BerkeleyDB) is painfully slow and not
scalable. If we flush disk asynchronously in order
to improve the write performance, data durability
will be sacrificed. Although OpenLDAP is a multi-
threaded application, the existing backends don’t
scale well with number of CPUs. The WiredTiger
backend will bring about highly concurrent write
performance.

2 Data Structure

First, we had to choose data structure either plain
structure such as back-bdb or hierarchical struc-
ture such as back-hdb. If we choose the plain
structure, sub scope searching is fast but modrdn
and add operations need extra cost. Actually we
can’t use modrdn with sub directories on back-bdb.
The plain structure need many @ prefix entries for

sub scope searching, and also % prefix entries are
needed for one scope searching. If we choose the
hierarchical structure, modrdn is fast but lookup
and sub scope search need extra cost.

Figure 1: Plain structure vs Hierarchical structure

We followed basically plain data structure but
we made some enhancements to the data struc-
ture for performance and database footprint. Be-
fore adding an entry, we reverse the DN per RDN
and then add the Reverse DN as the key into
WiredTiger’s B-Tree table. At this point, entries
are sorted by Reverse DN, so we can search rapidly
with a sub scope using WiredTiger’s range search.
The range search is an efficient method that only
needs WT_CURSOR::search_near() and increment
cursor operations for this purpose.
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Figure 2: Making Reverse DN

Figure 3: back-wt data structure

3 Data Durability

WiredTiger has several durability levels of trans-
action. Here is the back-wt settings correspond-
ing to each durability level. In back-wt, we
can set wtconfig patameter in order to set dura-
bility level. This parameters are just passed to
wiredtiger_open().

1. Write transaction log into memory. This is the
fastest, but it only ensure durability at check-
point.

wtconfig log=(enabled=false)

Listing 1: slapd.conf for in-memory transaction
log

2. Write transaction log into file, but log records
aren’t flushd for each commit of the transac-
tion. This is equivalent to dbnosync in back-
bdb.

wtconfig log=(enabled)

wtconfig transaction_sync=(enabled=false)

Listing 2: slapd.conf for writing transaction log
without sync

3. Write transaction log into file, and log records
are flushd for each commit of the transaction.

wtconfig log=(enabled)

wtconfig transaction_sync=(enabled=true)

Listing 3: slapd.conf for writing transaction log
with sync

4 Current Status

• slapadd, slapcat, slapindex have been imple-
mented.

• basic LDAP operations (BIND, ADD,
DELETE, SEARCH, MODIFY, MODRDN)
have been implemented.

• Password Modify Extended Operation (RFC
3062) works.

• deref search has not been implemented yet.
• alias and glue entry have not been imple-

mented yet.
• WiredTiger does not support multiprocess ac-

cess yet. It means that we can’t do slapcat
while running slapd at the moment. However,
WiredTiger is planning to support RPC in the
future. If it is realized, we can do hot-backup
while avoiding multi-process locking.

• We do not implement entry cache similar to
back-bdb. It’s not absolutely necessary since
WiredTiger cache is fast enough.

• back-wt currently uses B-Tree table. We will
test LSM table in the future.

5 Benchmarking

We have measured benchmarks that focus on con-
currency performance by new benchmarking tool
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that called lb.1 This benchmark tool can generate
many concurrency load by goroutines of Go. See
our wiki page for detail of benchmarks.2

5.1 Enviroments

We have executed benchmarks on following envi-
ronments:

• 12 Core x 2 Hyper Threading = 24 Logical
CPUs.

• 15,000 RPM SAS Disks, not used RAID
cards.

• Database directory was placed on ext4 file
system on Linux box.

• 60G Memory
• OpenLDAP of git master at Sep 2015 and ap-

plied some back-wt patches.
• No checkpoint was performed during the

benchmarking.
• We measured two methods for ADD bench-

marking, the first flushes disk transaction log
each request and the second doesn’t flush disk
transaction log each request.

5.2 Results
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Figure 4: LDAP ADD Rate (sync txn log)

1https://github.com/hamano/lb
2https://github.com/osstech-jp/openldap/wiki/
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Figure 5: LDAP ADD Rate (nosync txn log)
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Figure 6: LDAP BIND Rate
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Figure 7: LDAP SEARCH Rate

5.3 Analysis

• We have only used 24 logical CPUs. We may
get more scalability on more CPUs.

• The reading performances are much the same.
• The concurrency writing performances of

back-wt are pretty good.
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[資料 A] OpenLDAP WiredTiger Backendの使い方

Open Source Solution Technology Corporation
HAMANO Tsukasa <info@osstech.co.jp>

オープンソースカンファレンス 2015 .Enterprise

1概要
back-wtはWiredTigerデーターベースを利用した OpenLDAPの新しいバックエンドです。
従来の BerkeleyDBを利用した back-bdbと比べて高い書き込み性能が得られます。
簡単に評価できるように RHEL7/CentOS7向けの RPMパッケージを用意しました。
※まだリリースされていない OpenLDAP 2.5 をベースにしていますのでプロダクション環
境での利用は推奨しません。

2インストール
YUMレポジトリの追加

# curl https://www.osstech.co.jp/~hamano/redhat/install_repo.sh | sh

OpenLDAPサーバーのインストール

# yum install -y osstech-openldap-wiredtiger-servers

OpenLDAPクライアントのインストール

# yum install -y osstech-openldap-wiredtiger-clients



3設定
デフォルトで以下のように設定してありますので、最初から back-wt を利用できる状態に
なっています。

/opt/osstech/etc/openldap/slapd.conf:

database wt

suffix "dc=example,dc=com"

rootdn "cn=Manager,dc=example,dc=com"

rootpw secret

directory /opt/osstech/var/lib/ldap

wtconfig cache_size=256M

4サービスの起動
# service osstech-ldap start

Enjoy!
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[資料 B]新 LDAPベンチマークツール - lb

Open Source Solution Technology Corporation
HAMANO Tsukasa <info@osstech.co.jp>

オープンソースカンファレンス 2015 .Enterprise

1概要
lbは新しい LDAPベンチマークツールです。
Apache Benchに似たコマンドラインインターフェースでカジュアルに LDAPのベンチマー
クを計測できます。

2インストール

2.1依存パッケージのインストール
• Debian/Ubuntuの人

# apt-get install build-essential golang libldap2-dev

• RHEL7/CentOS7の人

# yum groupinstall -y "Development Tools"

# yum install -y golang openldap-devel

2.2環境変数の設定
$ export GOPATH=~/go

$ export PATH=$GOPATH/bin:$PATH



2.3ビルド&インストール
$ go get github.com/hamano/lb

3使い方

3.1セットアップ
• ベースエントリの投入

$ lb setup base -b 'dc=example,dc=com' ldap://localhost/

• 1000個のエントリを投入

$ lb setup person --cn 'user%d' --last 1000 ldap://localhost/

3.2 BINDベンチマーク
$ lb bind -c 10 -n 1000 -D 'cn=user%d,dc=example,dc=com' -w secret --last 10

ldap://localhost/

このベンチマークでは以下の DNでランダムに BINDリクエストを行います。

cn=user1,dc=example,dc=com

...

cn=user1000,dc=example,dc=com

3.3 SEARCHベンチマーク
$ lb search -c 10 -n 1000 -a "(cn=user%d)" --last 1000 -s sub ldap://localhost/

このベンチマークでは以下のようなランダムなサーチフィルターで検索を行います。

(cn=user1)

...

(cn=user1000)
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3.4 ADDベンチマーク
$ lb add -c 10 -n 1000 ldap://localhost/

このベンチマークでは以下のような 1000個のエントリーを 10並行で投入します。

dn: cn=${THREADID}-${COUNT},dc=example,dc=com

cn: ${THREADID}-${COUNT}

sn: sn

userPassword: secret

–uuidオプションをつけることで cnに UUIDを指定できます。

3.5 MODIFYベンチマーク
$ lb modify -c 10 -n 1000 --attr sn --value modified ldap://localhost/

このベンチマークは以下のようなランダムな DNに対しての SN属性を変更するベンチマー
クを実行します。

cn=0-0,dc=example,dc=com

...

cn=9-999,dc=example,dc=com
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[資料 C]安全なハッシュ方式 PBKDF2を使おう

Open Source Solution Technology Corporation
HAMANO Tsukasa <info@osstech.co.jp>

オープンソースカンファレンス 2015 .Enterprise

1概要
OpenLDAPはデフォルトでは SSHA(SALT付き SHA1)でパスワードをハッシュ化します。
クラウドコンピューティングや GPUの登場により、計算リソースがより安価になった現在、も
はやこの方法は安全とは言えません。SHA2であっても同様に総当り攻撃に対して脆弱です。
より安全で未来に順応する PBKDF2を使いましょう。

2 PBKDF2モジュールで利用可能なスキーマ
• {PBKDF2} - {PBKDF2-SHA1}の別名
• {PBKDF2-SHA1}

• {PBKDF2-SHA256}

• {PBKDF2-SHA512}

3メッセージフォーマット
{PBKDF2}<Iteration>$<Adapted Base64 Salt>$<Adapted Base64 DK>



4ハッシュの生成方法
$ /opt/osstech/sbin/slappasswd -o module-load=pw-pbkdf2.la -h {PBKDF2} -s secret

{PBKDF2}10000$MK6XC0/DMbzzlaAI5cdoJg$Hg/A7JcQJ0XrpiO54auaKh0a9zo

※この方法ではラウンド数が固定 (10000回)です。

5 Python PassLibでハッシュを生成する
#!/usr/bin/env python

from passlib.hash import ldap_pbkdf2_sha1

print(ldap_pbkdf2_sha1.encrypt("secret", rounds=10000))

6 LDIF例
dn: cn=test,dc=example,dc=com

objectClass: person

cn: test

sn: test

userPassword: {PBKDF2}10000$MK6XC0/DMbzzlaAI5cdoJg$Hg/A7JcQJ0XrpiO54auaKh0a9zo
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