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HATERIFE ' CECH+E&Javan)

AR BEHARELITHFMIIZSHL

« TIOBE Programming Index: 201158 A M $51Z Java,C,C++T44% D 7

o~ O

« sourceforge.net DT O T4 MEK: Java 47267, C 28544, C++ 37756

Position | Position . o . Ratings Delta
Aug 2011 | Aug 2010 | et Position | Programming Language | , o041 | ayg 2010 | S12MS
1 1 Java 19.409% | +1.42% | A
2 2 c 17.390% | -0.48% | A
3 3 C++ 8.433% | -123% | A
Language Commits by Forge
4 4 ' PHP 6.134% | -3.05% | A i ——— . CodePlex
Githik
5 B C# 6.042% | +1.06% | A P ‘ mEE =
6 9 i1t Objective-C 5.494% | +234% | A ¢+ I W SourceForgs
7 5 u (Visual) Basic 5013% | -0.40% | A Java [ |
5 7 [ Python 2415% | 0819 | a | Javascriot | N
PERL
9 8 2 Perl 2315% | -1.11% | A -
T PHP | [N
10 11 Javascript 1.55¥% -0.84% A Pyhon O
Ruty |
TIOBE Programming Community Index for August 2011 . :
0 100000 200000 300000 400000
http://redmonk.com/sogrady/2011/06/02/blackduck-webinar/
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Language Breakdown in Open Source

All open source project releases

Rank Language o

1 C 44,47
2 C++ 12.09
3 Java 9.25
4 Javascript 6.15
b Shell 6.08

Rank

1

Releases within the last 12 months

Language

z

O

41.04

BlackDuck Software DF—42H'S
(54 500SS7aS TV FAEITR)

=

12.432

OSSRHH

ELTHC/CH+/Java

DIIT7IEKREL

Javascript

9.01

Java

8.63

2
3
4
]

PHP

5.31

H 8- http://www.blackducksoftware.com/oss/projects#language

(August, 2011)
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http://www.blackducksoftware.com/oss/projects�

FAFIEEDOIXMIEZEZ A H0SS

Black Duck M7 #rIZ&b& (2009511 A 108 A %K)
o« VI IITHEIE/TTIMD22%IFOSSTHEMEIN TS
o« THNIES2600AFIL($9261E2M)/ B DMEIHS

KR, (BIAMT
R B7=Hlc0osslS
RMEBLEVLETE

Commercial Use of Open Source Software Drives
Significant Cost Savings for Enterprises and Development
Organizations, says Black Duck Analysis

The average software product or application contains 22 percent open source software
with an estimated value of $26 million per product or application

WALTHAM, MA - November 10, 2009 - Businesses and organizations implementing multi-source
development with open source software benefit from significant cost savings and improved
application development efficiencies, according to a recent survey of enterprise development
organizations conducted by Black Duck Software. Black Duck is the leading global provider of
products and services for accelerating software development through the managed use of open
source software.

http://www.blackducksoftware.com/news/releases/2009-11-10
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FOIPHEFNTVET . BIICIEVNS A 22 A%E# LT

LICENSE ISSUES

This product uses some parts of thitpd-2.25b, OpenSSL, SSL.
The use of parts described above are based on thegs

<OpenSSL> - A—T ) — R Dthttpd+>0penSSLAFEHLNTLNVS
gV - 1 5A 7 LinUX A2 BSDAMEH N TINES
= BRADMEMEICTEEKESNhTNSIZAO50?

Cnpynght (c) ‘IQQB 2[}[]2 The DpenSSL Project. Al

thttpdZ(X@BZE 164D MESEEA
Boh-oTLVE,
FDS5644%(F2.25bIzHEHY .,

OpenSSLIZIXBE7IHD
HeSBEN R O oTLVS,
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thomascannon.net

Android Data Stealing Vulnerability =

While doing an application security assessment one evening I found a general vulnerability
in Android which allows a malicious website to get the contents of any file stored on the SD [ \
card. It would also be possible to retrieve a limited range of other data and files stored on [/

the phone using this vulnerability. \ SDjJ—FJ:0)77‘f)b
The vulnerability is.present because _of a mmbination of factprs. I.’H.re been Iasked nicely to O)Hy‘)wb \‘:Ebf

remove some details from the following section, and as my intention is to inform people
: ; . . | 9| Abl
about the risk, not about how to exploit users, I've agreed: I‘E*Eﬁ;&d) ﬂl Be Ii

The Android browser doesn't prompt the user when downloading a file, for example /
"payload. htal", it automatically downloads to /sdcard-download-payload.ht=al
It is possible, using JavaScript, to get this payload to automatically open, causing the
browser to render the local file.

When opening an HTML file within this local context, the Android browser will run
JavaScript without prompting the user.

While in this local context, the JavaScript is able to read the contents of files (and
other data).

L

Then, once the JavaScript has the contents of a file it can post it back to the malicious
website. This is a simple exploit involving JavaScript and redirects, meaning it should also
work on multiple handsets and multiple Android versions without any effort.

One limiting factor of this exploit is that you have to know the name and path of the file
you want to steal. However, a number of applications store data with consistent names on
the SD card, and pictures taken on the camera are stored with a consistent naming
convention too. It is also not a root exploit, meaning it runs within the Android sandbox
and cannot grab all files on the system, only those on the SD card and a limited number of
others.

Copyright © 2011 JPCERT/CC Al rights reserved. 17 JPCERT[{@°



Andrmd Class Luadmg Hljackmg

ranslations available: B 438

l Mario Ballano [ : +2

V' Symantec. | Official Blog

We have been taking a close look at Android threats since they first appeared, looking for ways to analyze and
classify them, as well as looking at possible attack vectors they may use in the near future. Some of our research
has uncovered how Android applications could potentially exploit other installed applications to steal their private
information or execute malicious code. In particular, we came across something that resembles Windows DLL

Hijacking. Bear in mind that we are not talking about Android vulnerabilities per se, but application-specific issues.

We found a few applications in the Google Android Marketplace that were susceptible to this attack and have
notified the application developers accordingly.

Android provides APls that allow an application to dynamically load code to be executed. For example, an
application may support plug-ins that are downloaded and then loaded at a later time. Unfortunately, if these
plug-ins are stored in an insecure location, this process can be hijacked, allowing access to private data and
unexpected arbitrary code execution by malicious applications. Two classes allow the loading of additional code:

Public Constructors

DexClassLoader (String dexPath, String dexOutputDir, String libPath, ClassLoader parent)

Creates a DexClassLoader that finds interpreted and native code.

PathClassLoader (String path, String libPath, ClassLoader parent)

Creates a PathClassLoader that operates on two given lists of files and directories.

e

n_

Android77 7\ )lc&DLL
T4 DEIED!

o\

J
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Research | Study | International | Continuing Education | Campus

Catching AuthTokens in the Wild
The Insecurity of Google's ClientLogin Protocol

by Bastian Kdnings, Jens Nickels, and Florian Schaub

UPDATE, June 15, 2011

Google has released patches for securing the Picasa synchronization as well. The patches are available in the Android
open source code repository as part of the Gallery3D application for Android 2.1 (Al Eclair), 2.2 (2] Froyo), and 2.3 |
Al Gingerbread). However, as the app became the default pre-installed gallery app in Android 2.3, it is not clear
whether and how the patched app is going to be pushed on 2.3 devices.

UPDATE, May 20, 2011

Google announced that they are going to fix the issue also for devices with older Android versions. The fix does not
reguire an update of the Android 05 and will be transparent to the user. So, as far as we know, users will not get any
feedback when the update will be available on their devices. The fix is based on a changed configuration file for
Google services on the device. The update mechanism might be similar to the Al application removal or A Android
Cloud to Device Messaging (CZDM) features. The update will only ensure encrypted synchronization of Calendar and
Contacts. The Picasa synchronization, which was integrated in Android 2.3, will remain unencrypted.

Wote: The fix will not prevent the reuse of already captured authTokens. So if you think that you were compromised,
e.g., some contacts or events changed or disappeared, you should immediately change the password of your Google
account. This will render all existing authTokens for this particular account useless.

Mayw 13, 211
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Oracle Secure Coding Guidelines
for the Java Programming
Language, V3.0

The CERT Oracle Secure
Coding Standard for Java
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Oracle Secure Coding Guidelines for Java

Oracle Secure Coding Guidelines for the Java
Programming Language, V3.0

http://www.oracle.com/technetwork/java/seccodeguide-139067.html

Secure Coding Guidelines for the Java Programming Language,
Version 3.0

0. Fundamentals
1. Accessibility and Extensibility ——
2. I n put a nd OUtpUt Pa ra mete rS Guideling 0-1 Prefer to have obviously no flaws than no obvious flaws

Introduction

Guideline 0-2 Design APIs to avoid security concerns
3. Classes . Guideline 0-3 Avoid duplication
4- ObjeCt CO nStrU Ctlon Guideline 0-4 Restrict privileges
5. Serialization and Deserialization 22: 2: E*"‘at“'_'s” “t“‘d‘t’
6- ACCGSS ContrOI Guideling 0-7 Particular data format and AP issues

Guideline 0-7a Avoid dynamic SAL

Guideline 0-7b XML and HTML generation requires care
Guideline 0-7c Restrict XML inclusion
\ Guideline 0-7d Take care interpreting untrusted code

Accessibility and Extensibility

200952 i 1 it o sy i
A * Guideline 1-1 Limit the accessibility of classes.inferfaces, methods. and fields

%Ewlﬂng ‘: 3—55* Hg t‘:;lﬁ Guideline 1-1a Limit the accessibility of packages
- J

Copyright © 2011 JPCERT/CC All rights reserved. 23 JPCERT/[¥®°
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The CERT Oracle Secure Coding Standard for Java

The CERT Oracle Secure Coding Standard for Java

https://www.securecoding.cert.org/confluence/display/java/The+CERT+Oracle+Secure+Coding+Standard+for+Java

https://www.securecoding.cert.org/confluence/x/Ux

00. ANfEREEF—2|={L (IDS)
01. ES&#HAML (DCL) e | & Softwars Engineering Intituta

Cartwesgie Miellon

02. & (EXP)
03. WAEBEIR(E (NUM)

04. 71-7917" (OBJ) &, java The CERT Oracle Secure Coding Standard for Java

V. i (IEL) il S R 5

06. ﬁu%ﬂ%wn{ﬁ (ERR) CERT Books The CERT Oracle Secure Cotng Standard for Java nchudes ndes and recommended practices for secung
07_ ﬂ*ﬂ'&tﬁ?'& (VNA) e T et ﬁrogr;d'nmnT;furJi;rh'a P-aﬁ;Tn Standand Eu:lnlnnt-.an:hla'.-'a SET '-.'erslmltll:fn;resbannardhast-een

camipletad and = now ready far resew

08. AY% (LCK) secig O prtace
09. ALYKAPI (THI) =

10. ALYKZ7—=J (TPS) — N B insie il
11. ALYFEZE (TSM) ) 01 Declarations and Inalizaton (DG
12. Ali# (FIO) _ BaLRERT .

13. I)751t8—ar (S| BEEMEE. ALYRDHLY,
14. 759h71—Lt%1) T, AMAORELE.
15. RIFIEE (ENV) L . o R
49. 48 (MSC) \_ SUILL FEEED/ iy R ttmbn

Copyright © 2011 JPCERT/CC All rights reserved. 24 JPCERT/[¥®°



Secure Coding Standard for Java (1)
['CERT Oracle ®FaPA—F 1 I A58 —K for Java j&id?

JavaZ a7 32 [mlI 0D 75or71—sicxaLen) HIR 1
Java SE 6 & 7 APl [CED<
FHEVVR T\ I—RNNF—2 FEINEAPIOELN G LE
@iieedic, ERa-FHloESI-FHlZiRR

[ 1) JavaZ{ESAndroid77")
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Secure Coding Standard for Java (2)

CERT/CC aWikitrrkb L ThiFh

THE CERT
[ JavaOne2011lcEhHht. v1.0 ZFFEEL THIR )> ORACIE SECURE
CODING STANDARD
FOR JAVA

JPCERT/CC IcTHASEMR{ERL P

«Concurrency GuidelineH#s5&
e TDHAIRZ14DEAEER
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, C/C+HDBESATZEBMER R, 7O SIMNEES>TEDE
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Secure Coding Standard for Java
00. ABfEREEF—2|\=(L (IDS) ABICKLTRE |

01. EFEHIMME (DCL)
02. 3% (EXP)
03. MAERER{E (NUM)
oy jz‘ﬁjlfz\',l‘E(%BJ) 09. ZLYKAPI (THI)

| 10. ALyRT =l (TPS)
06. flSEOE{E (ERR) K

| | 11. ALYRR 2 (TSM)

07. AJRIEEIRFIE (VNA)
08, mv% (LCK) 12. Ati#1 (FIO)

| 13. V7P F1E—3av (SER)
14, 759R71—LtF1)5+ (SEC)
15. SRATIRIR (ENV)
49. #AI (MSC)
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EXPO0-J. X/ YyRMEEZHRL L0

FIO03-]. WiRZ$R T I BRlc—BR 771V ZHIERT S

IDSO7-]. ERETELIN—AHDSHODANEEH/RELET |
Runtime.exec() X/ YRICEE LU

MSCO0-J. 1747 —23 I (ESocketsTld &<

SSLSockets%Z{ES
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...... Ks;
Q)

31 [CCH



il: FIO03-J. MIB%$E T 9 DRIl—c—IF 771 W ZHIBRYd S (1)

O—B 77/ NV eEEFTLIMNICBVWVTIRETDE. 77T IVERROHE
symlinkIlELEDBIEDHD. XBT 1L I7MIDOEBIRIEICDOWLTIE
FIO00-JHS IR,

o—IE 771 IWDBEEMIIN X217 LT 1L IMIUSTIOHAETTH,
o—IF 771 IVDHIBR A EICETTBIL,

PITFOI—-RHITIEE. 77 VOIERBAIS X217 ET«L M), N—X
aEBUICERTEL TULVDEWLSTIR|
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il: FIO03-J. MIB%4E T 9 DRIl—c—IF 771 W ZHIBEYT S (2

ERI-Kf

class TempFile {

if (F.existsQ)) {

return;

}

FileOutputStream fop = null;
try {
fop = new FileOutputStream(f);
String str = "Data’;
fop.write(str.getBytes());
¥ finally {
it (fop '= null) {
try {
fop.close();
} catch (10Exception x) {
// handle error

}
}

}

}
—{ >

public static void main(String[] args) throws I0Exception{
File T = new File(""tempnam.tmp™);

System.out.printIn(""This file already exists");

— B 771NV EEIN—R
d—-RFL TV

KERTHICE.
FinallyBiih wh9 SRITENBIREEIS &L,

Copyright © 2011 JPCERT/CC All rights reserved.
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il: FIO03-J. MIB%$E T 9 DRIl—c—IF 771 W ZHIBRY S (3)

ER—KH ( createTempFile(), deleteOnExit()

class TempFile {
public static void main(String[] args) throws I0Exception{

File f = File.createTempFile( ' tempnam™," . tmp™);
FileOutputStream fop = null; —B 771NV eERIETIVS
A DTRE—

fop = new FileOutputStream(f);

String_str = "Data";

o ensy s aetEytesO): deleteOnExit()®. JVMER 5#8 T BSIC
} finally { WY RITESNBIREEIS L.

|

// Stream/file BEEFA-—T o EnhiFF
f.deleteOnExi1t(); 7/ Delete the file when the JVM terminates

if (fop '= null) {

try {
fop.close();

} catch (10Exception x) {
// I5-018

Copyright © 2011 JPCERT/CC All rights reserved. 34



il: FIO03-J. MIB%$E T 9 2RIc—IF 771 W ZHIBEY S )

O — | :

EE3—K (Java SE 7: DELETE_ON_CLOSE )  JavaSETTEAZNL NI02 /54—
class TempFile { @ Files 22 AE LTV try-with-
public static void main(String[] args) { resourcesZ{EHAL7=0—K
Path tempFile = null; -

try {

tempFile = Files.createTempFile( 'tempnam™, ".tmp");
try(BufferedWriter writer =
Files.newBufferedWriter(tempFile, Charset.forName("'UTF8"),
StandardOpenOption.DELETE_ON _CLOSE)) {
/! 771 EBEAH
+
System.out.printIn(""Temporary file write done, file erased");
} catch (FileAlreadyExistsException x) {
System.err._printIn("'File exists: " + tempFile);
} catch (10Exception x) {
// N—=323aVBREE, TDHROIF—
System.err._printIn("'Error creating temporary file: " + X);
+
+

}

Copyright © 2011 JPCERT/CC Al rights reserved. 35 ' ICCH



fil: FIO03-J. MIB%$E T 9 DRIl—c—IF 771 W2 HIBRY S 5)

padin ]
7075 L0# T HIC—R77 I VEBIRLEV L, BERAVPU/-20RBISOEAZBNS 53,

L= R E Al EEME EEJAN BEE LX)
FIO03-J th F Fh P8 L2

BRSNS 1
*F1043-C. Do not create temporary files in shared directories
*FI043-CPP. Do not create temporary files in shared directories
*CWE-377. “Insecure Temporary File”
*CWE-459. “Incomplete Cleanup”

SHIRE

« [API 2006] Class File, methods createTempFile, delete, deleteOnExit

« [Darwin 2004] 11.5 Creating a Transient File )

y Egles\‘lEz%%181] ] YA liEE S,

. Bug IDs: 4171239, 4405521, 4635827, 4631820 38 i | ¥

«[Secunia 2008] Secunia Advisory 20132 })-f;idﬁ;dtj;\ »
\_ J
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