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[global]
workgroup = KIKAKU
secur ity = user
max log size = 100

passdb backend = tdbsam
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[pubdata]
comment = public data
path = /var/samba/pubdata

read only = No
Inherit acls = yes
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pdbeditd = 17451

[root@cent7 samba]# pdbedit -a azureuser

new password:
retype new password:
Unix username:

NT username:
Account Flags:
User SID:

Primary Group SID:
Full Name:

Home Directory:
HomeDir Drive:
Logon Script:
Profile Path:
Domain:

Account desc:
Workstations:
Munged dial:

Logon time:

Logoff time:
Kickoff time:
Password last set:
Password can change:

Password must change:
: 0
: 0

Last bad password
Bad password count
Logon hours

azureuser

[u ]
S-1-5-21-1249057497-2155902979-2420647544-1001
S-1-5-21-1249057497-2155902979-2420647544-513

¥¥cent7¥azureuser

¥¥cent7¥azureuser¥profile
CENT7

0

Thu, 07 Feb 2036 00:06:39 JST
Thu, 07 Feb 2036 00:06:39 JST
Tue, 28 Feb 2017 23:13:38 JST
Tue, 28 Feb 2017 23:13:38 JST
never

FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
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B 5L \CentOS/RHEL/Fedora/openSUSET=&.

/etc/init.d/samba

B EHLL\CentOS/RHEL/Fedora/openSUSEf=¢& .

systemctl

BFreeBSD 7=& /usr/local/etc/rc.d/samba.sh

BEKRBIZIEZ. 7Ot Asmbd Enmbd ZFEENT S
samba daemon [XADE IE
winbindd daemon [XADE#E FH
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CentOS7/openSUSEZZE DIZE

X AE
® H—

X RT systemctl AT KT

= 2ZNERE

#systemctl enable smb.service
#systemctl enable nmb.service

®H—

= 2D

]

yilll

# systemctl [start|stop|restart] smb.service
# systemctl [start|stop|restart] nmb.service
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CentOS67xE NS E

® B EE B E [& chkeonfig
# chkconfig smb on

® H—E XDERIFEEN S service A<k
# service smb [start|stop|restart]

® smbcontrol A< REHYFET

BREITAINEBRBSEDEETE
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@ FTNFEFI-EEZIAANHELL
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# setenforce permissive

ELTIXWTFEEA!
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R AT LD GEF I ZHIEH, Hoh L
SambaMESFRZEFRIL TEMN W, EF
1077*75\"4%7‘-&['\

VAAVE S Linuxh—=JL
D
Selinux 0L 12 &R

samba_share t ~ A= 7@’/—774 JU \
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O J7AINXNOTALIRIIZIE. 7O EAGIEHDT-
HDFATHNEESNDS

#ls -l

total O

drwxrwxrwx. 2 root root 44 Mar 1 10:59 pubdata

#ls -ZI

total O

drwxrwxrwx. 2 unconfined_u:object_r:var_t:sO root root 44 Mar 1 10:59 pubdata

# cd pubdata e

#ls-I1Z

-rw-rw-r--. azureuser azureuser unconfined_u:object_r:var_t:sO aaa.txt
-rwxr--r--. azureuser azureuser system_u:object_r:var_t:s0 hello-world.txt

@ 7 ) EATESLLIIZT SH=HIZIL. Sambah®
F5T4LIKRJ[Z,. Sambah 5D T ot RX%EH]
BEIZT BEOITERTEZTITO
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® boolian/ N\ S A—2 DL E

BHOMUOHSELInUXRICEENTLAEHTER
U—%ED,

B Samba® iz & (L. samba enable home dirs H33H D
o —NZON[Z9 5, BRAE{E TIXOff,

# getsebool samba_enable home dirs
samba_enable _home_dirs --> off

OnlZd9 4,

# setsebool -P samba_enable_home dirs 1
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e EFRTALIN)ADZALTHHE
BHoMNCEHSambalD/NI—2VIFHAESIN TS,

[ samba_share t],
BERTEIZIE chcon Z{ED,

# chcon -t samba_share t /var/samba/pubdata -R

#ls -1Z
drwxrwxrwx. root root unconfined _u:object_r.samba_share t:sO pubdata

#ls -1Z
-rw-rw-r--. azureuser azureuser unconfined_u:object_r:samba_share t:sO aaa.txt
-rWXr--r--. azureuser azureuser system_u:object_r.samba_share t:sO hello-world.txt

M TSE Linuxz& 3Lz A B SambahM{E R 5,
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® CVE-201/7-7494

B E—rSEEDI—FEZETalELMESS

B ATHR T D Samba 3.5% %12 EH)

ELAWL. SELinuxZz=E®ZLTULWNIX, A ERTAL D
N)MSEITRIRELZE  2—)LOO—KZ T Oy
—SELinuxZ 28 &N HD

https://access.redhat.com/security/cve/CVE-

2017-7494
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® SambaD AFXK YAk

M http://www.samba.org/
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M http://wiki.samba.grjp/
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