2019/08/02
OSCR&pB

CCECTTED!
ssiE J 7 1 IV 5D
<Y MI—D1EpaliR1E

TISHRN=1T

1



S CHFEIT

. #E ¥ (HAGIWARA Manabu)
_ v ND—ODEMFETT

« SHOEBRIICDOANAICHEDET
twitter.com/ |
github.com/

giita.com/
speakerdeck.com/ |

- corestateb5



https://twitter.com/corestate55
https://github.com/corestate55
https://qiita.com/corestate55
https://speakerdeck.com/corestate55

SHEUEWWC &
. [BRETHRILTS] ERLTT
— 5F—4Y)— Z =batfish DF(EHFED UFEA

. 57
- A1/ WEWE:-
- DFCHEEICIED TR INICIFEDTES DS
- E2EIDVNDZEEFITERVD-

o (AW D THIDNR




i}



[ B5 =
=8 F8 =%

o« = 5 /\D) ~ h ===
> AT INOOERE EH 5|5 E%E=HEND

- 2HEELSIIOHEUL e

- ETTRZEINENH? RZE(FIHg S

- ETTANEETLBN? =R s s
o HEER... '

- BAM

- ZBELE1—

— YEIILOEN
. ERETEMA T < xﬁﬁ —’_[é.
BRI & 5201
= A !’ Ej
F|g

Monitor
data (config)



B9~

B “BAZ" D SOB o
_ ANCED [H] BHE=0mimt €5 )L

~ —— SILE . s
Read: /i\ﬁM%%(ff%ESZ)OD:\:v W FF7w F /ZTAI:Ign-I- El%

ERRDIBISEIROD Y B> RFC8345: Network Topology Data Model

B/%EB

- EFIL(EHETER) EDOREG - EESHHERAE
- RREIEUBE®REDI> bO-IL °

- EBEHOERIL E X,
Write: 7 )LX— 2555 / "It V-2X
L BOER(ESIVAZOFETTOAEND M‘—_‘_’ _.E

- R(EFI)LARILTOFR SEENE i twork

(BaBVMRART, verify, simulation) Fig (cgifc?g)\ m

Monitor

6



DEMO



FESFUA

o batfish F1—KUJ7)LH
5*‘ S 7% {E

pybatfish/jupyter_notebooks/networks/ex
ample at master - batfish/pybatfish

https://github.com/batfish/pybatfish/tree
/master/jupyter notebooks/networks/exa

mple

« JTTDONWIBHE & DFFLE% »
EDRMBRTIEEL

host1

host2

as2distl !

Host firewall (iptables)
IGP (OSPF)

EGP (eBGP and iBGP)
Router ACLs

as2dist2
as2corel as2core2
aslborderl as3borderl
€ as2borderl  AS2 as2border2 as@
AS1 aslborder2 as3border2 AS3
7t

https://github.com/batfish/pybatfish/blob/master/jupyter note

books/networks/example/example-network.png



https://github.com/batfish/pybatfish/tree/master/jupyter_notebooks/networks/example
https://github.com/batfish/pybatfish/blob/master/jupyter_notebooks/networks/example/example-network.png

[T

5

O—H

FA&E
(NWARL —4)

J —

: : : netoviz
mmm RO

SR z
Z\

: : : netomox Batfish
mEE 5 0> DRI
2t

<> <> <> Network
RFC8345 Data Device
Topology table config
data
m Monitor




7 — S INIE

O—H

FA&E
(NWARL —4)

[T

J

::: netoviz ::: netomox Batflsh
mpm RO gem 77 :u?rOﬁﬂﬁ
aJfR1E ZTia
> I/\I—E
() Network
RFC8345 Data Device
Topology table config
data
m Monitor

NWHERR > D %7 —~FYV—X(C LTz
MROS 5 —45 DIERL
10



[T

S—AIB T O—

::: netoviz ::: netomox Batflsh
mpm NMRO> gmm 7—7 :uerﬁﬂﬁ
aJfR1L ZTia
©%‘H > I/\I—E
() Network
RFC8345 Data Device

|
i Topology table config

(NWARL—5) N l
m Monitor

B

fEEDH D RO 7T —~Dulfit

11



[T

S—AIB T O—

: : : netoviz : : : netomox Batfish
EEE |\7|'§I:I:/ EEE 5_—@ :l\/j’(aﬁg*ﬁ
Gl e ZTia

[\ [\ /\ [\
@ H <> <> <> Network

FRZE RFC8345 Data Device
(NWARL —4) Topology table config

data l
m Monitor

75— MRROBEIRLE

12



T—AETILED S T DX

mm e +
| topology | <
Hmmmmm e +
* *
| | =
| |
Hmmmm e + Hmmmmm e +
>| node |<....... | link |«
Hommmm - F<onann. e +
*
...... | Tl
|
Hmmmm e Foie it
| TP |<eeieiiiiit
Hmmmmm - +

draft-medved-i2rs-topology-im-01 - An
Information Model for Network Topologies
https://datatracker.ietf.org/doc/draft-
medved-i2rs-topology-im/

network i .
termination

(topology)
n point

QO\QQ

13


https://datatracker.ietf.org/doc/draft-medved-i2rs-topology-im/

[51%R84% (bgp/layer3)

as2dis

as2core

aslborderl

aslcorel

as2borderl

AS2

2dist2

2core2

Host firewall (iptables)
IGP (OSPF)

EGP (eBGP and iBGP)
Router ACLs

-

as3borderl

as2border2

as3corel
—_—t

AS1 aslborder2

7t

as3border2 AS3

https://github.com/batfish/pybatfish/blob/master/jupyter note

books/networks/example/example-network.png

BGP(AS)

[clear all selection/highlight]
[toggle diff added/deleted]

m

[clear all selection/highlight]

[toggle diff added/deleted] @x

© ).
I |
Cr ©,
\@H@f



https://github.com/batfish/pybatfish/blob/master/jupyter_notebooks/networks/example/example-network.png

H

network

(topology)
Q BEHERI R (I AT D

Layerl nade ) point Q
O\O Node B1 Layerl
tpX link ) tpX tpY
Y \) Node A1 NodeB1

#75 (dependency)

Node A1 termination

supporting  supporting ’
node {p | 7
- supportin
supporting, | IinEp 9 . :
netwaork Node A2
Layer2 L) Q Q
tpp ) / Node B2 Layerz tpP th
t
PR/ Node A2 Node B2

15



a/E R DORRME

bwl&@]
10122 48R4V 0YE 131023 .2 §.84. 2(R4L0

asl ° as65001

bgp-proc
14012.1)4101110.1. 2I02A3.2, 122221 1.1\ 23. 2.22.2.1.2)10. 1. 2.1 22011224272 .1 §3.1.2.2.221122.1]
1111 1.10.1.1 1.2.2:2 2.1.11 2.1.1.2 2.1.2.1 2.1.2.2

ospf

asl-aremb2-areas3-areal

ospf-proc

E\O/OG\I}O LDU] [G\i;’UG LDOJ (G\lr’OGiQ,-'C- LOUJ [E\H«’OG\J.[CG\Z,WOGG@ LOCJ lGiU/'UC

asiborder2 asicorel as2borderi as2border2 as2corel as2cor

layer3
@IO,"C‘G\UO LDD] &\C‘,"DG\I/’OG\Z,/D LGC] ng/OG\i/O LGC) E\'O;‘CCIIJ'OGQ,"D LOOJ E}\Q!OG\L’CG\Z,«O ,uu] EIC’EUL

aslborderi asiborder2 aslcorel as2bordert as2border2 as2corel

REREE(AS)H
ANSIEBRR TN TLDH?

. e
JL2A0RD AP EAD0J R 151 23.2 3. 84 . PHEALO

asl as65001

bgp-proc
101110.1. 210213.2 122021110 23. 20 0P.2.1.2)10. 1.2.1. 241120127 1 J30.1.2.2. 2211221

1 1.10.1.1 21.2.2

900

asl-areab2-areab3-areal

&\1«’0 ,:CJ E&\C/E-Gilfl] LDO) (Gli,’DGQ,'C LDOJ (C\l«’OGQ,-'D Laﬂ] [3\’J"OGll,'CG\Z,'OG\E;’D LOCJ lGinD(

aslborderl asiborder2 aslcorel as2borderl as2border2 as2corel as2cor

o (@DO
7 0GITY /0Gi1/0Gi2/0 LoD Gi0/0Gi1/0 Lo0 Gi0/0Gi1/0Gi2/0 LoD Gi0/0Gi1/0Gi2/0 L Gil

aslborderl aslborder2 aslcorel asZborderl as2border2 as2corel

ospf-proc

INSTRIBRNE SR (L3MER) D
A (CREZER(FITH?
16



H

network

37 (nested)

Node A1 termination
(topology) "¢ boint
Layerl nqde >m\>o S
tpX  link )
tpY \)
supporting  supporting
node ip
: supportin
supporting | IinEp 9
netwaork Node A2
Layer2 L)
tpP 1/ Node B2
e

«

BRERIR EIKFRRZSNT D
« J— POKEFREMR->ANT
«  R— hOARTFEIRKED

G

N ( \ 4
O tpX O tpY
( 'd i
O tpP O tpQ
Node A2 Node B2
) /L
Node Al Node B1

17




feidz EE 1% & BEIE R DBEEMRIE DS B

[clear highlight]

clear highlight] i

[ ‘;fw Cese .. l.‘nluz

e
‘. l *

A% Giuc  GOmYaso ) T
as3border]  as3boroer2  as3corel P preey
siii a222 3ol e “ede

s

K ETMEE(AS)H NS TR E R (LM )1
CBE s R (S

AN SRS TLDHY?



sEEORFREESNUVVEARIBE ([CTRS5R0)

//\Q’\
&
\‘/{5«\/... A
AT LA PRENE TS EEOTOERANE— ) — RICHS
@@( 1 WREOIL—TyenT - ESKRATD?

N ,{5.. .. gﬁ@’?)ﬂ%

O*\\'J\.. .. 10 1émézz 1
é&.o o. i i

1. 4}i¢§4té“5 t : 5 * ‘ 11842111 1.2123.22.1 1.10.1011.1:1
[2-L3DAT ST ML) o B &
e, Lt LrrnENE T B3
K . WIBEHR NS

19



loopback & routin

G$ 1/0L00-.

layer3 aslcorel Lo0

asl
1.10.1.1
asl
asl-areal
: asleored
aslcorel

process (ospf)

B R
e

Gi0j(§|15 00 -

I.
Ig7

layer3__aslcorel_ Gi1/0

Gig/ ELEREE . 1p Address: 1.0.1.2/24 [
110.10; 1110.10;
I aslborder1
astbordert
asl asl
1101 1101
asleorel asleorel
|

Gig/ 1/'&,’511;;,,__

" layer3__aslcorel_ Gi0/0

aslborder1

e IPAd .0.2.2/24 FENI
1810.10:
'
asiborderl
asl :
110.1 1.10.1.
' i aslcorel
aslcorel

ospf
§ndghbor

1.2213.22.1

asl
1.2.2.2

asiborder2

asiborder2

asicorel i .‘I' l
; o y

layer3
| 20

I asliborder2
asiborder2



loopback & routing process (bgp)

o0
Gi /0|1fIa97
@
A0 111 Giffob

5 ‘ asl
GWGM/O.,@O S
] @

1,10.10:

asl-areal
i aslborderl
asiborderl

asl
110.1

asicorel

®
Gi0/Gi1/do0

bap-proc__1.10,

1}10.4011.1:1 « IP Add:

asl-areal
asiborderi

asl
#1011

asicorel

1.222:3.22.1  Gidyeod

asl
R

asti-areal
I aslborder2
iasiborder2

router bgp 1
bgp router-id 1.10.1.1
bgp log-neighbor-changes
neighbor asl peer-group
neighbor asl remote-as 1
neighbor 1.1.1.1 peer-group asl
neighbor 1.1.1
neighbor 1.2.2.2 peer-group asl
neighbor 1.2.2
!
address-family
bgp dampening

ipv4

.1 update-source Loopbacke

.2 update-source Loopbacke

IGP(OSPF) DR & |EHRZ Lk L 73
LY&E. BGP Proc @ neighbor
(loopback = router id) N\DEE
T (FHOMNSIRON

bgp additional-paths select all B v lflg)
bgp additional-paths send receive st
neighbor asl send-community N @
neighbor asl route-reflector-client 1410.1081.1:1 foeiuu_oo
neighbor asl advertise additional-pa
neighbor 1.1.1.1 activate
neighbor 1.2.2.2 activate asi
maximum-paths 5 1101
exit-address-family
1

i
|
asicorel
|
I
|
I
I

https://github.com/batfish/pybatfish/blo

b/master/jupyter notebooks/networks/
example/configs/aslcorel.cfg

asl as2
1.1.1.1 2111
asl
asl-areal
| aslborderi |

ospf-proc__aslcorel

Name: process_1
r ID:
ospf-proc

ag: os|

21

pfE2
2



https://github.com/batfish/pybatfish/blob/master/jupyter_notebooks/networks/example/configs/as1core1.cfg

ETIUVRE

hagiwara@devol:~/nwmodel/netomox-examples$ bundle
exec netomox check public/model/bf trial.json | jq
".[]1 | select(.checkup == "link reference count of
terminal-point").messages[] |
select(.path|test("__Lo@")|not)"

{
"severity": "warn",
"path": "layer3 aslborder2_ Gi2/e",
"message": "irregular ref_count:0"
¥
{
"severity": "warn",
"path": "layer3 as3corel Gi2/e0",
"message": "irregular ref _count:0"
¥
{
"severity": "warn",
"path": "layer3 as3corel_ Gi3/e",
"message": "irregular ref_count:0"
¥

hagiwara@devOl:~/nwmodel/netomox-examples$

layer3 as3corel Gi2/0

as3corel

Gi0/Gi1/0o0
o
EU
yaN%
as3
as3-areal
as3corel

e IP Address: 90.90.90.1/24

layer3  as3corel Gi3/0

» [P Address: 90.90.90.2/24

SLOVAA
WIPDR— &
)

22



QLU

/1]

8D



calclL

« batfishz=DM > & config s
WA AT O NIILD MROZIRIRAEULD

» RFC83457 —~EFTILZED EEHD ~MO>
(LAV)DOREFREZERTED

- BFRMOEEINIEERO MO0 BEA] %=
WS DML CTHIE

24



H
ﬂl\

£S[alfE > /= batfish tutorial @ ~ROS (&
//7)I/_CD7J\'O’€D§“L\

— All L3 (VLAN/VRFAt {RAB{ER TR R0Y)

— EBEROERZTERNPDRLDIRTIERICEEEEZED TLRLY

ER L. IBENEUMERERZ ESIRD(RFI )NV
— {RABIE, TUEAL, Overlay, BMIICZEDBIRERE
- WEHBRAE 8" AIIDBIRE?
- INBOETIE + FFIL(RER)
- AN Y E> TIPSO

25



—__ —_—
EE?JKJKL(/\L_.é:
Write: E5ILehL st - 5 - BHEE

B - KBIEZERIOSRIFT VYT - T AN -2 =3l —>3>ADGA
[KZZENCSZTOBDODI AT LANTESD] N

~ .
EEN O > ! CMDB73C
- TZ0% — sV —2
© M B i [IP]
—_— e () > HENH >
UL Network
FFRE RFC8345 BEL - TR -
(NWARL—4) Topology 2=al—>3>
data
\ ZDI(
EARMER ERs

& TD:ETJMB LT
ESHEZR tbb\Db‘g“L\@b\? 26



Z=

= /N

\
-0y

TISED 4w ORRA > b [HBENROSETILZIGAUERY MDD — 018 ae]
FALICEI I DM3T] Z2HE CThin

https://www.tis.co.jp/news/2018/tis news/20181017 1.html

(22w NDO—20OX] OFEFTIUEEET )L ARRRICUIEBEEMEORIEESE / onic2018
https://speakerdeck.com/corestate55/onic2018

SERXRUCABORHAIOIHDET

Batfish Z{#> TxRw hJ—T#8pkZz ]It L CH LD (1) - Qiita
https://qgiita.com/corestate55/items/8a39af553785fd77c20a

(1)-(3)FTHDOxFT

27


https://www.tis.co.jp/news/2018/tis_news/20181017_1.html
https://speakerdeck.com/corestate55/onic2018
https://qiita.com/corestate55/items/8a39af553785fd77c20a

v—=)b

« netomox: Network Topology Modeling Toolbox
https://github.com/corestate55/netomox
- T—HTEEDSL
— Topology Data (JSON) @ CLI diff

« netoviz: Network Topology Visualizer
https://github.com/corestate55/netoviz

— https://netoviz.herokuapp.com/ (demo)
— Topology Data (JSON) Visualizer
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